
 

Dunkeld Consolidated School No 6215 
Digital Technologies Policy  

(Internet, Social Media and Digital Devices) 
 

      We are a Child Safe School and we will protect all children at all times. 
 

 
 

 
PURPOSE 
 
To ensure that all students and members of our school community understand: 

(a) our commitment to providing students with the opportunity to benefit from digital technologies to support 
and enhance learning and development at school including our 1-to-1 personal device program for Year 
levels 3-6 

(b) expected student behaviour when using digital technologies including the internet, social media, and 
digital devices (including computers, laptops, tablets) 

(c) the school’s commitment to promoting safe, responsible and discerning use of digital technologies, and 
educating students on appropriate responses to any dangers or threats to wellbeing that they may 
encounter when using the internet and digital technologies 

(d) our school’s policies and procedures for responding to inappropriate student behaviour on digital 
technologies and the internet 

(e) use of Digital Technologies by students outside of school hours remains the responsibility of 
students’ parents. 

  
SCOPE 
 
This policy applies to all students at Dunkeld Consolidated School.   
Staff use of technology is governed by the Department’s Acceptable Use Policy and the school’s 
Photographing, Filming and Recording Students Policy and Personal Property Policy. 
 
DEFINITIONS 
 
Digital Technologies: 
For the purpose of this policy, “digital technologies” are defined as being any networks, systems, software or 
hardware including electronic devices and applications which allow a user to access, receive, view, record, 
store, communicate, copy or send any information such as text, images, audio, or video.  
 
Cyber:  
‘Cyber’ refers to the virtual online world, which can be accessed through a variety of technology mediums (e.g. 
computers, tablets, and smartphones).  
 
Cyber Safety and Netiquette:  
Cyber safety refers to the act of maintaining your own personal security and wellbeing while interacting with the 
online world. ‘Netiquette’ forms part of Cyber safe practices. Netiquette refers to set of guidelines regarding the 
etiquette that applies to, and is expected of, online users.  
 
Cyberbullying:   
The definition of bullying is when someone, or a group of people, who have more power at the time, deliberately 
upset or hurt another person, their property, reputation or social acceptance on more than one occasion. 
Cyberbullying refers to bullying actions that occur online. See Appendix One: Cyberbullying definitions 
Device: includes, but is not limited to, computers and tablets (such as desktops, laptops, iPads), storage 
devices (such as USB and flash memory devices, CDs, DVDs, iPods, MP3 players), cameras (such as video, 
digital, webcams), all types of mobile phones, video and audio players/receivers (such as portable CD and DVD 
players), and any other technologies as they come into use.  
 
Platforms:  

 Blog – A diary or personal journal kept on a website. Blogs (short for weblog) are usually updated 
frequently and sometimes grouped by specific subjects. Readers often post comments in response to blog 
entries i.e. SeeSaw.  

PROGRAM LEADERS:  Principal     COUNCIL RATIFICATION:  19 December 2019 

https://www.dunkeld.vic.edu.au/uploaded_files/media/201906_photographing_filming_and_recording_students_policy_ratified_on_25_june_2019_by_school_council.pdf


 Social Network/Social Media Site – Internet based applications, which are used to facilitate 

communication between users. These can also include instant messaging services, photo and video sharing 
and chat rooms.  

 
POLICY 
 
Vision for digital technology at our school 

 
Dunkeld Consolidated School understands that safe and appropriate use of digital technologies including the 
internet, apps, computers and tablets provide students with rich opportunities to support learning and 
development in a range of ways. 
 
Through increased access to digital technologies, students can benefit from enhanced learning that is 
interactive, collaborative, personalised and engaging. Digital technologies enable our students to interact with 
and create high quality content, resources and tools. It also enables personalised learning tailored to students’ 
particular needs and interests and transforms assessment, reporting and feedback, driving new forms of 
collaboration and communication. 
 
Dunkeld Consolidated School believes that the use of digital technologies at school allows the development of 
valuable skills and knowledge and prepares students to thrive in our globalised and inter-connected world. Our 
school’s vision is to empower students to use digital technologies safely and appropriately to reach their 
personal best and fully equip them to contribute positively to society as happy, healthy young adults.  
 
iPads at Dunkeld Consolidated School  
 
Our school operates a Bring Your Own Device (BYOD) program for Years 3 to 6, which means students must 
bring their own fully-charged iPad with them to school each day, to be used during class time for different 
learning activities. Dunkeld Consolidated School has special arrangements with Grangeburn Office and IT in 
Hamilton, a local computer store that offers Education prices for the purchase of iPads for Dunkeld 
Consolidated School students. The Dunkeld Consolidated School Council also offers a $100.00 subsidy for all 
iPad purchases through Grangeburn Office and IT. 
 
Dunkeld Consolidated School recommends that student iPads should:  

 be brought to school in a protective case 

 have at least 128GB of storage 

 be an Apple device, not an android 

 have Wifi capability 
 

Student iPads at Dunkeld Consolidated School will be supervised by Jamf School (Zuludesk) Mobile Device 
Management Technology. The iPads will go through an asset management process at the beginning of the 
school year and upon leaving Dunkeld Consolidated School permanently. All iPads will have restrictions on the 
usage of some functionalities on school premises, such as iMessage, iCloud photos and global proxy. Students 
will not be able to access their home iTunes and iCloud accounts when at school. Educational apps will be 
managed by the ICT Specialist Technician from the Department of Education who visits our school once a 
week. Parents are responsible for letting the School Office know if their child’s iPad has been replaced with a 
new iPad, due to damage, as the new iPad will need to go through this initial set-up process. 
 
Please note that our school does not have insurance to cover accidental damage to students’ iPads, and 
parents/carers are encouraged to consider obtaining their own insurance for their child’s iPad. Refer to the 
school’s Personal Property Policy.  
 
Dunkeld Consolidated School has in place arrangements to support families who may be experiencing long or 
short-term hardship to access iPads for schoolwork. We also have a number of spare iPads that can be loaned 
to students in certain circumstances.  
 
Students, parents and carers who would like more information or assistance regarding our BYOD program are 
encouraged to contact the Principal or Business Manager. 
Safe and appropriate use of digital technologies 
 
The students of Dunkeld Consolidated School are expected to use the school’s digital technology resources 
and/or their own Bring Your Own Device (BYOD) in a manner consistent with this policy. Dunkeld Consolidated 
School has a Digital Technology Code of Conduct and User Agreement (see Appendix Three) and procedural 
guidelines for accessing and using the internet at school for all students from Prep to Grade 6. We actively 
encourage all parents to discuss the contents of the policy with their children prior to signing the agreement to 
ensure that they and their child/ren are aware of the legal and school implications of any breaches to the policy.  

https://www.dunkeld.vic.edu.au/uploaded_files/media/201905_personal_property_policy_ratified_on_28_may_2019_by_school_council.pdf


 
Digital technology, if not used appropriately, may present risks to users’ safety or wellbeing. At Dunkeld 
Consolidated School, we are committed to educating all students to be safe, responsible and discerning in the 
use of digital technologies, equipping them with skills and knowledge to navigate the digital age. Particular 
attention will be paid to the culture and safety of: Aboriginal and Torres Strait Islander children; children from 
culturally and/or linguistically diverse backgrounds; gender diverse children; Lesbian, Gay. Bisexual, 
Transgender, Intersex, Queer (LGBTIQ) children; children with a disability and children who are vulnerable.  
 
At Dunkeld Consolidated School, we: 
 

 Use online sites and digital tools that support students’ learning, and focus our use of digital 
technologies on being learning-centred. 

 Restrict the use of digital technologies in the classroom to specific uses with targeted educational or 
developmental aims. 

 Supervise and support students using digital technologies in the classroom. 

 Effectively and responsively address any issues or incidents that have the potential to impact on the 
wellbeing of our students. 

 Utilise standards, programs and frameworks such as the ‘Child Safe Standards’, ‘The Alannah and 
Madeline Foundation eSmart Framework’ and ‘Play is the Way’ to create and sustain a safe supportive 
school community. 

 Educate our students about digital issues such as cyberbullying, online privacy, intellectual property and 
copyright, and the importance of maintaining their own privacy online. 

 Actively educate and remind students of our Student Wellbeing and Engagement Policy and Statement 
of Values and Philosophy that outline our School’s values and expected student behaviour, including 
online behaviours. 

 Have a Digital Technologies Code of Conduct and User Agreement (see Appendix Three) outlining the 
expectations of students when using digital technology at school. 

 Use clear protocols and procedures to protect students working in online spaces, which includes 
reviewing the safety and appropriateness of online tools and communities, removing offensive content 
at earliest opportunity. 

 Discourage any form of cyberbullying and are able to identify and look for the signs of its occurrence 
among students. 

 Educate our students on appropriate responses to any dangers or threats to wellbeing that they may 
encounter when using the internet and other digital technologies. 

 Provide a filtered internet service to block access to inappropriate content. 

 Refer suspected illegal online acts to the relevant law enforcement authority for investigation 

 Support parents and carers to understand safe and responsible use of digital technologies and the 
strategies that can be implemented at home through regular updates in our newsletter and annual 
information sheets. 

 Encourage parents to use the eSafetyparents website to be up to date with trending applications and 
internet games and understand how to protect their child whilst using them. 
 

Distribution of school owned devices to students and personal student use of digital technologies at school will 
only be permitted where students and their parents/carers have completed a signed Acceptable Use 
Agreement. 
 
It is the responsibility of all students to protect their own password and not divulge it to another person. If a 
student or staff member knows or suspects an account has been used by another person, the account holder 
must notify the classroom teacher (who will then notify administration) as appropriate, immediately. 
 
All messages created, sent or retrieved on the school’s network are the property of the school. The school 
reserves the right to access and monitor all messages and files on the computer system, as necessary and 
appropriate. Communications including text and images may be required to be disclosed to law enforcement 
and other third parties without the consent of the sender. 
 
Student behavioural expectations  

 
When using digital technologies, students are expected to behave in a way that is consistent with Dunkeld 
Consolidated School’s Statement of Values and Philosophy Policy, Student Wellbeing and Engagement Policy, 
and Bullying Prevention Policy. 
 
When a student acts in breach of the behaviour standards of our school community (including cyberbullying, 
using digital technologies to harass, threaten or intimidate, or viewing/posting/sharing of inappropriate or 
unlawful content), Dunkeld Consolidated School will institute a staged response, consistent with our policies and 
the Department’s Student Engagement and Inclusion Guidelines. (Appendix Two). 

https://www.esafety.gov.au/parents


 
Breaches of this policy by students can result in a number of consequences which will depend on the severity of 
the breach and the context of the situation.  This includes: 
 

 removal of network access privileges 

 removal of email privileges 

 removal of internet access privileges 

 removal of printing privileges 

 other consequences as outlined in the school’s Student Wellbeing and Engagement and Bullying 
Prevention policies. 

 
 
REVIEW CYCLE 
This policy was last updated in December 2019 and is scheduled for review in November 2022. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



APPENDIX ONE: CYBERBULLYING DEFINITIONS 
 

Types of Bullying that May be Experienced Online:  
 
1. Direct verbal bullying – e.g. name calling, insults, homophobic or racist remarks, and verbal abuse.   
 
2. Indirect bullying – this form of bullying is harder to recognise and often carried out behind the bullied 

student’s back. It is designed to harm someone’s social reputation and/or cause humiliation.  
 

Indirect bullying includes:  

 lying and spreading rumours,  

 playing nasty jokes to embarrass and humiliate,  

 mimicking,  

 encouraging others to socially exclude someone,  

 damaging someone’s social reputation and social acceptance  

 cyber-bullying, which involves the use of electronic means to humiliate and distress 
 

Types of unacceptable behaviours: 
 

 Defamation – communicating a false statement that harms the reputation of others 

 Insults – speaking or treating others with disrespect or scornful abuse 

 Catfishing – pretending to be someone you’re not in order to form a relationship 

 Rumours – circulating untruths 

 Chain messages – attempting to convince the recipient to pass messages on to others in bulk.  

 Mass Blocking – when numerous people block a person 

 Pranking – maliciously tricking others 

 Trolling – deliberately provoking others for an emotional response 

 Phishing – fraudulently inducing individuals to reveal personal information 

 Spamming – sending the same message indiscriminately to a large number of people 

 
 



 

APPENDIX TWO: ESMART INCIDENT REPORT 
 

eSmart Incident Report Form 

Name of 
student(s): 
 
 
 
 
 
 

Name of reporting 
staff member: 

Date of Incident: Date that the 
incident was 
reported: 

Grade(s): 
 
 
 
 
 
 

Was the incident 
at 

home or school 
 

(Please circle) 

Devices(s) 
involved in the 
incident(s): 

eSafety 
Commissioner 
report process 

required? 
Yes or No 

 
(Please Circle) 

 

Description of the Incident: 
 
 
 
 
 
 
 
 

Action Taken: 
 
 
 
 
 
 
 

Referred to (if necessary):  
 
 
 
 
 
 
 
 
 

 

 



 

Examples of Potential eSmart Incidents 
 

Offensive 
internet searches 

The nature of the search may be: 
- Violent 
- Sexual 
- Racial 
- Discriminatory 
- Immature 

 

Communication 
with others 

For example: 
- Using an emoticon to support a negative 

comment. 
- Targeting individuals in a class blog with hurtful 

comments. 
- Distressing messages sent to/from an unknown 

source.   
- Plagiarising the work of other students. 
- Posting unwanted photos of others students. 
- Posting inappropriate photos on social media 

sites. 
Irresponsible use 
of hardware 

- Using someone else’s hardware without 
permission. 

- Having food or drink near ICT equipment 
- Using hardware in an unsafe manner and a way 

that it was not intended to be used.  
- Intentionally damaging hardware (pulling cables, 

etc.) 
- Adding software or application without 

permission.  
Cyberbullying - Online teasing or name-calling 

- Threatening other students through the use of 
technology  

- Spreading rumours 
- Creating fake social media profiles 

 

 
 

 



APPENDIX THREE: CODE OF CONDUCT AND ACCEPTABLE USER AGREEMENT 
 

 

Digital Technologies Code of Conduct and User Agreement 
 
At Dunkeld Consolidated School we use Digital Technologies for: 

 Research: We learn new things. 

 Communication: We send and receive things. 

 Creativity: We create and modify work. 

 Critical Thinking: We ask questions. 

 Visual Thinking: We explore our thinking and ideas. 

 Collaboration: We share ideas and present work. 
 

In order to ensure safe, purposeful teaching and learning with technology we require all students and 
parents to agree and sign the following user agreement:  
 
Care and Use of Equipment: 

o I will care for and look after all Digital Technology equipment. 
o I will always keep food and drink away from Digital Technology equipment. 
o I will not add any software or applications without permission to school software. 
o I will not use or download (if I own a Bring Your Own Device or other personal device) 

personal applications or software at my school. 
o I will be responsible for all damage or loss caused by neglect or abuse. 
o I will not damage or interfere with another person’s Digital Technology device.  

 
Work Habits: 

o I will follow all teachers’ instructions when using Digital Technology equipment and when 
accessing the Internet. 

o I will make sure that every email or social interaction I send is appropriately respectful. 
o I will only submit my own work. 
o I will not change or open other people’s work or use their passwords. 
o I will not use the school’s network to download applications, images, videos, sound files or any 

other files other than those used for my school work. 
o I will not use social media platforms that are not endorsed by my school. 

 
Personal Safety: 
I will tell my teacher immediately, if: 

o I find or see anything that makes me feel bad or uncomfortable. 
o I receive an email or interaction that has inappropriate language or items. 
o I receive inappropriate messages from peers. 
o I will keep my personal information secret and will therefore not give out my own or anyone 

else’s name, address, phone number, passwords or contact details. 
o I will report any issues or instances of cyber bullying.  

 

 

 

 

 

 

 



 

 

 

 

 

 

Please sign and return this page to school as soon as possible 

 

 

 
 
 
 
 
 

Parent Permission: 

I agree to allow my child to use Digital Technology (including the use of the internet) at school 

and I have discussed what it means to be smart, safe and responsible with the use of 

technology with him/her. 

I acknowledge the above agreements and will have a known agreement in place in regards to 

technology use at home. I will contact the school if there is a situation that concerns me. 

 

Parent’s/Guardian’s Name: …………………………..………………………………………………………                                                                  
 
 
Parent’s/Guardian’s Signature: ………………………..……………………… Date: ……………………. 

 
 

 

 

 

Student Agreement: 

I have read and discussed the “Digital Technologies Code of Conduct and User Agreement” with 

my parents and teachers and agree to follow all of the rules and guidelines in the agreement. I 

realise that if I do not follow these rules I will lose the privilege of using digital technologies 

equipment at Dunkeld Consolidated School. 

 

Student’s Name: ……………………………………………………………………………………..…………                                                              

 

Student’s Signature: …………………………………………………………….. Date: …………………….. 

 

 

 

 

 


